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OI'FICE ORDER NO. 25 of 2022

Cyber Crisis Management Plan (CCMPI -
Managing Cvber Incidents in Board's Office

The CCMP for Ministry of Railways for protection of the Information
and Communication Technologr (ICT) infrastructure at the sectoral level has
been approved by "CERT-In" for implementation. In Board's Office, the
following issues would be covered under the CCMP :

1. Personal Computers installed in Board's Office

2. Network Infrastructure maintained by Telecom Dte.

3. IoT devices, viz., CCTV infrastructure maintained by Security Dte.

4. eOffrce and SPARROW applications managed by Railway Board Computer
Centre (RBCC)

1.1. This Office Order defines the manner of handling cyber-security
breach incidents pertaining to the Personal Computers installed in Board's
Office. Accordingly, the following procedure will be adopted in case of any
unusual occurTence in the PCs with respect to it's reporting, observing and
resolving an issue reported by the user of such PC. Any event classified as a
cyber security incident will thereafter be reported to "CERT-In" by RBCC. The
indicative list of such incidents is placed as Annexure to this OO.

2. The user, on noticing any unusual behavior in the PC, would be

required to log a call with the Maintenance Help-Desk. The maintenance
technicians would attend to the issue by physically verifying the affected
system with respect to hardware and the software installed thereon, as also
monitor the various services running in the system. If the event is considered
normal, the technician would undertake corrective action and close the call.

2.1 If any unusual activity is noticed with respect to the software andlor
services running in the system, the technician would first disconnect the
system from the Local Area Network (L,AN) and inform the Information Security
Group (ISG) in RBCC. The ISG representative would then examine the system,
if necessary, along with the Railnet personnel, and initiate corrective action.
Depending on the severity of the event, the same would be communicated to
CERT-In providing all the details.



3 In order to ensure cyber-safe & hassle-free working, Users must :

i. Enable automatic updates of their Operating System (OS) to keep it
updated with all the latest patches released by the OEM;

ii. Never disable the anti-virus and firewall installed in t]e OS. In the
case of Windows OS, Defender is the default utility;

iii. Restrict sharing personally identifrable information on social media
platform;

iv. Never open or respond to unsolicited emails, this could be a phishing
email;

v. Avoid downloading unlicensed, Freeware, unverified software on your
devices;

vi. Follow safe password policy by regularly changrng password(s) with
minimum 12 characters and a combination of lower case, upper case,
numerals and special characters;

vii. Regularly check "cert-rail": Railway's intranet site cert-
rail.railnet.gov.in for the best practices for computer usage and
advisories/alerts issued by various Law Enforcement Agencies
regarding vulnerabilities noticed globally in various operating systems,
software, etc.

4 The above instructions need to be followed scrupulously by all the
users for enabling a safe and secure digital working in Board's Office.

5 This issues with the approval of Board CRB & CEO.

Encl : As above

(Bharat Bhushan Haritf
Jt. Director ME (C&ISI

No.202 t IRB0C/7 17 /CMP
Dated 17.O3.2O22

All Officers/Branches in Board's Office
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ANNEXURE to OO No.25

Indicative List of Cvber Sequrity Incident

. Flansomware

Ransomware is malware that employs encryption to hold a victim's information at
ransom. A user or organization's critical data is encrypted so that they cannot access
files, databases, or applications. A ransom is then demanded to provide access.
Ransomware is often designed to spread across a network and target database and file
servers, and can thus quickly paralyze an entire organization.

Installation of Malware (Trojans, Virus, etc.)

Malware is a contraction for "malicious software". Malware is intrusive software that is
designed to damage and destroy computers and computer systems. Examples of
common malware include viruses, worms, Trojan viruses, spJnvare, adware, and
ransomware.

o Phishing Attacks
Phishing attacks are the practice of sending fraudulent communications that
appear to come from a reputable source. It is usually done through email. The goal
is to steal sensitive data like credit card and login information, or to install malware on
the victim's machine.

o Email spoofing

Email spoofing is a form of cyber attack in which a hacker sends an email that has
been manipulated to seem as if it originated from a trusted source. Email spooling is a
popular tactic used in phishing and spam campaigns because people are more likely
to open an email when they think it has been sent by a known sender. The goal of
email spoofing is to trick recipients into opening or responding to the message.

o Man-in-the-Middle Attack (MitMl

A man in the middle (MITM) attack is a general term when a perpetrator positions
himself in a conversation between a user and an application - either to eavesdrop or
to impersonate one of the parties, making it appear as if a normal exchange of
information is underway. The goal of an attack is to steal personal information, such
as login credentials, account details and credit card numbers.

o Denial of Senrice (DoS)

DoS or denial of service is a type of cyber attack that tries to make a website or
network resource unavailable by flooding it with malicious traffic so that it is unable
to operate.

Remote Code Execution (RCEI
Remote code execution (RCE) attacks allow an attacker to remotely execute malicious
code on a computer. The impact of RCE vulnerability can range from malware
execution to an attacker gaining full control over a compromised machine.


