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Severity Rating: High

Software Affected

·         iOS Mail application running on iOS versions 6 and above
(including current iOS 13.4.1)

Overview

Multiple vulnerabilities have been reported in Apple iOS that could allow a
remote attacker to gain access, read, modify and delete emails on the
targeted system.

Description

These vulnerabilities exist due to out-of-bound writes and remote heap
overflow in the Mail application. A remote attacker could exploit these
vulnerabilities by a specially crafted email that could exploit these
vulnerabilities of the Mail application, and may lead to crash of mail
application.

Successful exploitation of these vulnerabilities could allow the remote
attacker to gain access read, modify and delete emails on the targeted
system.

Workarounds

·         iOS Users are advised to switch temporarily to an alternative
mail application. Users who are not using the mail application are advised
to delete/uninstall the mail application.

·         Administrators of organisations using iOS Mail applications can
mitigate the risk by managing the memory usage of the users' devices and
reducing the number of unnecessary apps running in the background, and
limiting the size of incoming e-mails.

Solution

Apple is patching these vulnerabilities in iOS 13.4.5, but there is no
release date at this point. The information will be available at

https://support.apple.com/en-in/HT201222
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Thanks and Regards,

CERT-In

"  Be clean! Be healthy! "
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