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Cyber Security Advisory: Mozi malware targeting IoT devices

This data is to be considered as TLP:AMBER

It has been observed that Mozi malware is targeting IoT devices predominantly Routers and DVRs that are either unpatched or
have weak telnet passwords. Mozi has evolved from the source code of several known malware families viz Gafgyt, Mirai and IoT
Reaper that have been brought together to form a P2P Botnet capable of DDoS attacks, Data Exfiltration and Command or
Payload Execution.The Mozi Botnet is comprised of Nodes that utilize a Distributed Hash Table (DHT) for communication. Using
DHT allows the malware to bypass the use of standard malware command and control servers while hiding behind the large
amount of typical DHT traffic.

IOCs:  IoC's.txt

The infected family of devices and their vulnerabilities are tabulated below:-

 Affected Device Vulnerability

(a)   Eir D1000 Wireless Router WAN Side Remote Command Injection

(b)   Vacron Network Video
Recorder (NVR) Devices

Sepal SPBOARD 4.5 'board.cgi' Remote
Command Execution

(c)    Devices using the Realtek SDK Miniigd UPnP SOAP Command Execution

(d)   Netgear R7000 and R6400
WiFi Routers

'cgi-bin' Command Injection

(e)    Netgear DGN1000 Routers 'Setup.cgi' Remote Code Execution
(f)     MVPower DVR TV-7104HE Shell Command Execution
(g)    Huawei Router HG532 Arbitrary Command Execution
(h)   D-Link Devices HNAP SOAP Action- Header Command

Execution & UPnP SOAP TelnetD
Command Execution

(i)     GPON Routers Authentication Bypass / Command
Injection

(j)     CCTV DVR (Multiple Vendors) Remote Code Execution

Recommendation:

Reset the existing password and implement an effective password policy on all IoT devices.
Restrict the access of the IoT devices to the Internet to the extent feasible.
Ensure that the Patches are updated regularly and a proper patching methodology is implemented.

Reference: NCIIPC

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.
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