
Advisory No: Adv/2020/Apr/018

Cyber Security Advisory : Maze Ransomware

This data is to be considered as TLP:GREEN

It is observed that Maze Ransomware has been targeting organisations worldwide.The Maze ransomware steals data
before encrypting it and threatens to release this stolen data if the payment is not made.The malware has used different
techniques to gain entry such as exploits kits (Fallout and Spelevo), remote desktop connections with weak passwords and
via email.These emails include a maliciously crafted document that has been weaponized to deliver a Cobalt Strike
(Beacon) payload which helps to pull-down additional tools and malware with very low footprint on infected hosts.The
common techniques observed in their lateral spread are Bruteforcing weak RDP credentials & named pipe techniques.
Once the attacker has acquired enough data, attacker deploys Maze to encrypt and extort the victims.This ransomware
uses RSA 2048 and Cha Cha algorithms for encryption. After encryption malware deletes the shadow copy on the system.
The exfiltration tactics used by this ransomware family are Powershell Scripts to connect to FTP servers and POST to
Command and Control server from a list of hosts encrypted in the binary. 

Analyst’s Notes:

The organisation backup and recovery strategies would still be held at “ransom” with the stolen data.  The listed IOCs
include IP addresses of servers and file hashes for the kepstl32.dll, memes.tmp, and maze.dll files. Sometimes attackers
directly drop Maze, as observed in the Fallout Exploit Kit campaign. The vulnerabilities used are Flash Player CVE-2018-
15982 and CVE-2016-7255 (gain privileges via a crafted application). Maze Ransomware encrypts different file formats with
different files extensions and reads the cookies from browser and other places.

IOC's:

TEXT Format : IOCs_Adv2020Apr018.txt attached

Recommendation:

Lockdown Remote Desktop Protocol, if not in use or follow RDP best practices such as rate limiting, 2FA, etc.
Deploy effective backup strategies including keeping the backup safe.
Ensure segmentations of the network to limit the spread.
Ensure patching, secure configuration, frequent assessment, and vigilant monitoring of systems granting remote
access. 
Ensure that the environment doesn't run unsigned macros.
Block exploit kits that are distributed via malicious advertising.
Strengthen email security to detect harmful attachments.
Conduct regular phishing awareness campaign to alert the users and contain the spread of spammed emails and
attachments.
Strong password policies across the environment.
Update System and Applications wherever possible.
Deploy and update Anti virus.
Work From Home users using their personal systems must have updated software and secure use of remote support
services. 

Reference: 

SpellSecurity Inc.
https://www.bleepingcomputer.com/news/security/it-services-giant-cognizant-suffers-maze-ransomware-cyber-attack/
https://www.dsci.in/sites/default/files/Maze_Ransomware_Technical_Report.pdf

This document is distributed as TLP: GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels. Information in this category can be
circulated widely within a particular community. TLP: GREEN information may not be released outside of the community.

Advisory No: Adv/2020/Apr/019

Cyber Security Advisory : Weekly Mirai Activity Report 

This data is to be considered as TLP:GREEN

During analysis of Mirai samples over a week IOCs has been found. There are couple of things to be aware of while looking
at this data:

* Network IOCs may be associated with binary distribution or one of the "cnc" or "report" functions.
* Network IOCs are identified from newly identified samples but may themselves not necessarily be new.
* Because of nature of the static analysis there is MODERATE confidence in the accuracy of the network IOCs.

https://www.bleepingcomputer.com/news/security/it-services-giant-cognizant-suffers-maze-ransomware-cyber-attack/
https://www.dsci.in/sites/default/files/Maze_Ransomware_Technical_Report.pdf


IOC:

STIX2 format: IOCs_Adv2020Apr019.json attached.
TEXT format: IOCs_Adv2020Apr019.txt attached.

Reference: Cisco Talos Intelligence

This document is distributed as TLP: GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels. Information in this category can be
circulated widely within a particular community. TLP: GREEN information may not be released outside of the community.

Advisory No: Adv/2020/Apr/020

Cyber Security Advisory: Emotet Weekly Hunt Report

This data is to be considered as TLP:AMBER

Emotet is one of the most widely distributed and actively developed malware families used by cybercriminals. Its operators
indiscriminately target individuals, companies, and government entities across the world, stealing financial data and other
sensitive information. Emotet began as a banking trojan but now also functions as a dropper for other malware. The
additional payloads can be used to achieve more lucrative attacks, and often include threats like additional banking trojans,
information stealers, email harvesters, self-propagation mechanisms, and even ransomware.

Emotet is mostly spread through spam emails that contain embedded malicious URLs or weaponized PDF or Word
attachments. Once downloaded, Emotet injects code into processes that are running on the system and connects to a
Command and Control server to upload data and receive instructions for various follow-on activities, including downloading
additional modules and malware onto the host. Emotet propagates across a network by brute forcing passwords, sending
malspam messages that originate from the infected user’s account, and leveraging the EternalBlue exploit to attack
unpatched systems.

Analyst’s Notes:

This report represents the observed activity of a week. These IOCs are derived from HIGH confidence Emotet observances
(based on mutex). All identified IOCs are detailed in the report and may not be net new. 

IOC:

STIX2 Format : IOCs_Adv2020Apr020.json attached
TEXT Format: IOCs_Adv2020Apr020.txt attached

Reference: CISCO Talos Intelligence 

This document is distributed as TLP: AMBER. Recipients may only share TLP: AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further
harm.

Advisory No: Adv/2020/Apr/021

Cyber Security Advisory: Weekly Trickbot Activity Report

This data is to be considered as TLP:AMBER

A credential and information stealing malware named Trickbot is primarily spread through spam emails containing malicious
URLs or weaponized attachments. Once downloaded, it connects to a Command and Control (C2) server to upload victim's
data and receive instructions for various follow-on activities. The malware spreads across a network by brute-forcing
usernames and passwords, sending malspam that originate from the infected user’s account, and leveraging the
EternalBlue exploit to attack unpatched systems.

This report represents the observed activity of a week. While all IoCs have been identified, but not all IoCs may be active at
the time of this report.

IOCs:

STIX2 Format: IOCs_Adv2020Apr021.json attached.
TEXT Format:  IOCs_Adv2020Apr021.txt attached.

Reference: CISCO Talos Intelligence 

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further



harm.

Advisory No: Adv/2020/Apr/022

Cyber Security Advisory: Malware disguised as social conferencing and collaboration apps

This data is to be considered as TLP:GREEN

During COVID-19 outbreak most of the organization follow work from home model. For communication, they are using
social meeting applications. These social meeting applications provides easy ways for people to connect via video, audio or
text. During analysis by Kaspersky, it uncovered a total of 120,000 suspicious malware and adware packages masquerading
as versions of the Skype video calling app. The research also found a total of 1,300 suspicious files other than Skype, out of
which 42 percent were disguised as Zoom, followed by WebEx (22 percent), GoToMeeting (13 percent), Flock (11 percent)
and Slack (11 percent).

Vulnerability & Malware list:

DealPly and DownloadSponsor(Adware families) : These are installers that show ads or download adware modules after
downloading from unofficial marketplaces.

Exploit.Win32.CVE-2010-2568(.LNK/.PIF) : These malware threats disguised as .LNK files (shortcuts to applications). It
uses Windows Shell not properly handled during icon displays in Windows Explorer, which allows arbitrary code execution
via specially crafted .LNK or .PIF shortcut files.

Malicious cryptocurrency files : Attackers are repackaging legitimate zoom installer along with malicious Coinminer files.
So, users who want to install the software unwittingly download these malicious files.

njRAT Remote Access Trojan : There is another malicious Zoom Installer that comes with njRAT Remote Access Trojan.
This will give attacker full access to the infected victim's computer.This would allow the attacker to steal data, take
screenshots with webcam, or execute commands to download and install other malware.

Prying-Eye vulnerability: An enumeration attack that targets web conferencing APIs with a bot that enumerates and
discovers valid numeric meeting IDs. If the common user practice of disabling security functionality or not assigning a
password is followed, then the bad actor would be able to view or listen to an active meeting.

Automated account takeovers:  This vulnerability has been found in slack. In this bug, a HTTP Request was used to force
open-redirects within Slack, leading users to a rogue client outfitted with Slack domain cookies. When victims attached to
the malicious client, their session cookies could be harvested and later used to take over accounts.The attack could be
automated.

Vulnerabilities in video conferencing architecture implementations: Critical vulnerability exist in video conferencing
architecture implementations, including WebRTC (used by Chrome, Safari, Firefox, Facebook Messenger, Signal and
others), PJSIP (used by WhatsApp). If exploited, such vulnerabilities would let attackers crash apps using the
implementation, by merely placing a video call. This would have then triggered a memory heap overflow which could allow
the attacker to take over the victim’s video calling account. 

Multiple CWEs in PSIRT (video-conferencing tool) : PSIRT, a video-conferencing tool used by GoToMeeting was
identified affected by CWE-20 (Improper Input Validation), CWE-287 (Improper Authentication), and CWE-476 (NULL
Pointer Dereference). They may allow hackers to insert their own code into a given program, pose as genuine users or
crash a given program.

Recommendation:

Always download application from official website.
Secure online meeting with strong password.
Update to the latest version of the video platform as soon as an update becomes available.
Put Video conferencing platform behind a firewall. This will mitigate unauthorized access to video conference
infrastructure and restrict its access to other resources if compromised.
Don't answer calls from unknown callers.

Reference: 

https://threatpost.com/skype-apps-hide-malware/154566/
https://www.bleepingcomputer.com/news/security/psa-fake-zoom-installers-being-used-to-distribute-malware/
https://www.helpnetsecurity.com/2019/10/01/prying-eye-vulnerability/
https://www.swascan.com/gotomeeting-and-swascan/

This document is distributed as TLP: GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels. Information in this category can be
circulated widely within a particular community. TLP: GREEN information may not be released outside of the community.

Disclaimer:

https://threatpost.com/skype-apps-hide-malware/154566/
https://www.bleepingcomputer.com/news/security/psa-fake-zoom-installers-being-used-to-distribute-malware/
https://www.helpnetsecurity.com/2019/10/01/prying-eye-vulnerability/
https://www.swascan.com/gotomeeting-and-swascan/


The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate
the contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
Website: www.nciipc.gov.in

http://www.nciipc.gov.in/
http://gandhi.gov.in/

