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Cyber Security Advisory: Attackers continue to leverage China Chopper without significant modification

This data is to be considered as TLP:AMBER

It has been observed that China Chopper become increasingly popular tool for cyber attackers. The China Chopper web shell
has two key components: the Web shell command-and-control (C2) client binary and a text-based Web shell payload (server
component) which is installed on the victim web server. Web shells are malicious scripts which are uploaded to a target host after
an initial compromise and grant an actor remote administrative capability. Once uploaded, the web shell server can be accessed
by the attacker at any time, using the client application. Once successfully connected, the attacker proceeds to manipulate files
and data on the web server.

Web Shell Payload MD5
Customize.aspx 8aa603ee2454da64f4c70f24cc0b5e08
Customize.aspx ad8288227240477a95fb023551773c84
Customize.aspx acba8115d027529763ea5c7ed6621499

Detection and protection:

Ensure that all the software running on public facing web servers is up to date, with security patches applied. 
To detect web shells more broadly, network defenders should focus on spotting either suspicious process execution on web
servers (for example PHP binaries spawning processes), or out of pattern outbound network connections from web servers.
Use web access logs as a source of monitoring, for example through traffic analytics. Observing new unexpected pages or
changes in traffic patterns can act as an early indicator.

IOCs:
STIX2 Format: IOCs_Adv2020June07.json attached.
TEXT Format: IOCs_Adv2020June07.txt attached.

Reference: CISCO Talos Intelligence 

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.
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