
Cyber Security Advisory : Weekly Mirai Activity Report 

This data is to be considered as TLP:GREEN

During analysis of Mirai samples over a week IOCs has been found. There are couple of things to be aware of while looking
at this data:

* Network IOCs may be associated with binary distribution or one of the "cnc" or "report" functions.
* Network IOCs are identified from newly identified samples but may themselves not necessarily be new.
* Because of nature of the static analysis there is MODERATE confidence in the accuracy of the network IOCs.

IOC:

STIX2 format: IOCs_Adv2020Apr011.json attached.
TEXT format: IOCs_Adv2020Apr011.txt attached.

Reference: Cisco Talos Intelligence

This document is distributed as TLP: GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels. Information in this category can be
circulated widely within a particular community. TLP: GREEN information may not be released outside of the community.

Advisory No: Adv/2020/Apr/012

Cyber Security Advisory: Emotet Weekly Hunt Report

This data is to be considered as TLP:AMBER

Emotet is one of the most widely distributed and actively developed malware families used by cybercriminals. Its operators
indiscriminately target individuals, companies, and government entities across the world, stealing financial data and other
sensitive information. Emotet began as a banking trojan but now also functions as a dropper for other malware. The
additional payloads can be used to achieve more lucrative attacks, and often include threats like additional banking trojans,
information stealers, email harvesters, self-propagation mechanisms, and even ransomware.

Emotet is mostly spread through spam emails that contain embedded malicious URLs or weaponized PDF or Word
attachments. Once downloaded, Emotet injects code into processes that are running on the system and connects to a
Command and Control server to upload data and receive instructions for various follow-on activities, including downloading
additional modules and malware onto the host. Emotet propagates across a network by brute forcing passwords, sending
malspam messages that originate from the infected user’s account, and leveraging the EternalBlue exploit to attack
unpatched systems.

Analyst’s Notes:

This report represents the observed activity of a week. These IOCs are derived from HIGH confidence Emotet observances
(based on mutex). All identified IOCs are detailed in the report and may not be net new. 

IOC:

STIX2 Format : IOCs_Adv2020Apr012.json attached
TEXT Format: IOCs_Adv2020Apr012.txt attached

Reference: CISCO Talos Intelligence 

This document is distributed as TLP: AMBER. Recipients may only share TLP: AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further
harm.

Advisory No: Adv/2020/Apr/013

Cyber Security Advisory: Weekly Trickbot Activity Report

This data is to be considered as TLP:AMBER

A credential and information stealing malware named Trickbot is primarily spread through spam emails containing malicious
URLs or weaponized attachments. Once downloaded, it connects to a Command and Control (C2) server to upload victim's
data and receive instructions for various follow-on activities. The malware spreads across a network by brute-forcing
usernames and passwords, sending malspam that originate from the infected user’s account, and leveraging the
EternalBlue exploit to attack unpatched systems.



This report represents the observed activity of a week. While all IoCs have been identified, but not all IoCs may be active at
the time of this report.

IOCs:

STIX2 Format: IOCs_Adv2020Apr013.json attached.
TEXT Format:  IOCs_Adv2020Apr013.txt attached.

Reference: CISCO Talos Intelligence 

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further
harm.

Advisory No: Adv/2020/Apr/014

Cyber Security Advisory: Malicious activity leveraging the energy sector to deliver malware

This data is to be considered as TLP:AMBER

It is observed that malicious activities appearing to be originated from energy and manufacturing companies and majority of
the email recipients are located in a variety of sectors such as shipping, telecommunications, and construction. The
attackers are not compromising legitimate infrastructure, instead they are sending spoofed phishing emails to appear as if
they are coming from legitimate energy companies. The malicious attachments, when opened, deliver malware payloads
including information stealers such as HawkEye and Agent Tesla. This activity is reminiscent of Tactics, Techniques, and
Procedures (TTPs) described in the Gold Galleon Business Email Compromise (BEC) activity  which uses phishing emails
to deliver malware, including keyloggers such as HawkEye and information stealers such as Agent Tesla. This Gold
Galleon  group mainly targeted companies that specialized in marine transportation of petroleum products and
chemicals.  Even attacker using recent phishing activity seen leveraging the COVID-19 epidemic in their phishing lures.

IoCs:

STIX2: IOCs_Adv2020Apr014.json attached
TEXT:  IOCs_Adv2020Apr014.txt attached

Reference: 

CISCO Talos Intelligence
https://www.malware-killers.com/remove-ecp-yusercontent-com

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further
harm.

Advisory No: Adv/2020/Apr/015

Cyber Security Advisory: Microsoft April 2020 Security Updates

This data is to be considered as TLP:WHITE

Microsoft has released its April 2020 Patch security updates for 113 vulnerabilities. Out of these, 19 vulnerabilities are rated
as critical, and 94 as important. The update includes patches for Microsoft Windows, Microsoft Edge, Internet Explorer,
Microsoft Office, Microsoft Office Services and Web Apps, Windows Defender, Visual Studio, Microsoft Dynamics, and
Microsoft Apps for Android and Mac.  

On the zero-day front, Microsoft has patched its crucial four vulnerabilities that are being exploited in the wild:

CVE-2020-0968:  A critical-level memory-corruption vulnerability in Internet Explorer that allows Remote Code Execution,
and exists due to the improper handling of objects in memory by the scripting engine.

CVE-2020-1020: Attackers can use this vulnerability to execute their code on affected systems if user view a specially
crafted font. It arises because the library improperly handles a specially-crafted multi-master font, the Adobe Type 1
PostScript format.

CVE-2020-0938: This is a RCE vulnerability that impacts an OpenType font renderer within Windows. To exploit this
vulnerability, an attacker requires to view user a specially crafted font.

CVE-2020-1027: This bug exists due to the improper handling of Windows Kernel objects in memory. To exploit the
vulnerability, a locally authenticated attacker would need to run a specially crafted application. An attacker after exploiting
this vulnerability  could execute code with elevated permissions.

https://www.malware-killers.com/remove-ecp-yusercontent-com


Reference:
https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Apr
https://krebsonsecurity.com/2020/04/microsoft-patch-tuesday-april-2020-edition/

This document is distributed as TLP:WHITE. Recipients may share TLP:WHITE information without restriction.

Advisory No: Adv/2020/Apr/016

Cyber Security Advisory: COVID-19 Themed Cyber-attacks

This data is to be considered as TLP:AMBER

The cyber exploitations have increased many folds due to use of virtual environments as a result of COVID-19 pandemic.
Attackers are engaged in phishing campaigns , DDoS attacks against government agencies, deploying ransomware at
medical facilities, and creating fake COVID-19 websites that quietly download malware to victim devices. The attackers are
shifting their techniques to capitalize on fear of Corona virus by impersonating established entities like World Health
Organization (WHO), Centers for Disease Control and Prevention (CDC), and Department of Health to get into inboxes. The
malicious cyber actors are also looking for various ways to exploit telework software (such as VoIP, Video Tele
Conference etc.) vulnerabilities in order to obtain sensitive information, eavesdrop on conference calls or virtual meetings,
conduct other malicious activities, hijacking video-teleconferencing and compromise remote desktop applications. To
facilitate employee work from home many organizations rented IT equipments which are previously used, improperly
sanitized and potentially may carry preinstalled malware. Relative impact of COVID-19 themed attacks across the world as
of April 7, 2020 is attached (image007.jpg).  

Recommendations:

(a) Ensure protection of endpoints,
(b) Enable multi-factor authentication (MFA) and Conditional Access.
(c) Shield against phishing and malware, including features to safeguard against messaging-policy violations, targeted
attacks, zero-days, and malicious URLs.
(d) While using telework software, adopt best practices to protect critical information, safeguard user privacy, and prevent
eavesdropping.
(e) Select trusted and reputable telework software vendors and conduct additional due diligence when selecting foreign-
sourced vendors.
(f) Restrict access to remote meetings, conference calls, or virtual classrooms, including the use of passwords if possible.
(g) Beware of social engineering tactics aimed at revealing sensitive information. Make use of tools that block suspected
phishing emails or allow users to report and quarantine them.
(h) Change passwords for routers and smart devices from default setting to unique passwords.
(i) Check for misspelled domain names within a link.
(j) In Wi-Fi networks use strong passwords and WPA2 protocols.
(k) System must have updated anti-virus software. 
(l) The Virtual Private Network (VPN) or Virtual Private Server (VPS) infrastructure must be updated with related security
patches.

References: 

https://www.ic3.gov/m/2020/200401.aspx 
https://www.microsoft.com/security/blog/2020/04/01/microsoft-works-with-healthcare-organizations-to-protect-from-popular-
ransomware-during-covid-19-crisis-heres-what-to-do/
https://www.microsoft.com/security/blog/2020/04/08/microsoft-shares-new-threat-intelligence-security-guidance-during-
global-crisis/
https://techcommunity.microsoft.com/t5/azure-sentinel/protecting-your-teams-with-azure-sentinel/ba-p/1265761edia

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their
own organization, and with clients or customers who need to know the information to protect themselves or prevent further
harm.

Advisory No: Adv/2020/Apr/017

Cyber Security Advisory: SMBv3 RCE vulnerability (CVE-2020-0796) 

This data is to be considered as TLP: GREEN

A remote code execution vulnerability (CVE-2020-0796) in Microsoft Server Message Block 3.1.1 (SMBv3) has
been  observed.  The Server Message Block  (SMB) is a network file-sharing protocol that allows client machines to access
files on servers. The threat actors  are remotely exploiting and easily gaining access to a server using the SMB protocol and
then pivot from that server into other services and applications across the organization running Windows 10 Version 1903,
Windows Server Version 1903 (Server Core installation), Windows 10 Version 1909, and Windows Server Version 1909
(Server Core installation).

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Apr
https://krebsonsecurity.com/2020/04/microsoft-patch-tuesday-april-2020-edition/
https://www.ic3.gov/media/2020/200401.aspx
https://www.ic3.gov/media/2020/200401.aspx
https://www.microsoft.com/security/blog/2020/04/01/microsoft-works-with-healthcare-organizations-to-protect-from-popular-ransomware-during-covid-19-crisis-heres-what-to-do/
https://www.microsoft.com/security/blog/2020/04/08/microsoft-shares-new-threat-intelligence-security-guidance-during-global-crisis/
https://techcommunity.microsoft.com/t5/azure-sentinel/protecting-your-teams-with-azure-sentinel/ba-p/1265761#
https://www.ic3.gov/media/2020/200401.aspx


Recommendations

(a) Disable SMBv3 compression
(b) Follow Microsoft guidelines to prevent SMB traffic leaving the corporate environment
(c) Block TCP port 445 at the enterprise perimeter firewall

Reference: 
https://www.tenforums.com/windows-10-news/152045-microsoft-guidance-disabling-smbv3-compression-windows-10-a.html
https://support.microsoft.com/en-us/help/4551762/windows-10-update-kb4551762
https://nvd.nist.gov/vuln/detail/CVE-2020-0796

This document is distributed as TLP: GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels. Information in this category can be
circulated widely within a particular community. TLP: GREEN information may not be released outside of the community.

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate
the contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
Website: www.nciipc.gov.in

https://www.tenforums.com/windows-10-news/152045-microsoft-guidance-disabling-smbv3-compression-windows-10-a.html
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