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Severity Rating: HIGH

Software Affected

● Microsoft Dynamics 365 (on-premises) version 9.0

Overview

Multiple vulnerabilities have been reported in Microsoft Dynamics 365
(on-premises) version 9 software that could allow a remote attacker to
execute arbitrary code and perform cross site scripting attacks on the
targeted system.

 

Description

1. Microsoft Dynamics Remote Code Execution Vulnerability (CVE-2020-1022 ) 

This vulnerability exists due to an unspecified error in Microsoft Dynamics
Business Central. A remote authenticated attacker can trick the victim to
connect to a malicious Dynamics Business Central client and execute
arbitrary commands on the target system.

 

Successful exploitation of this vulnerability could allow the attacker to
execute arbitrary shell commands on the target system and complete
compromise of vulnerable system.

2. Microsoft Dynamics Cross Site Scripting Vulnerability (CVE-2020-1049

CVE-2020-1050) 

These vulnerabilities exist in Microsoft Dynamics 365 (on premises) version
9 software due to improper sanitization of specially crafted web requests
to an affected Dynamics server. A remote attacker could exploit this
vulnerability by tricking the victim to follow a specially crafted link and
execute arbitrary HTML and script code in the user's browser in the context
of a vulnerable website.

 

Successful exploitation of this vulnerability could allow a remote attacker
to perform cross site scripting (XSS) attacks on the affected systems,
steal potentially sensitive information, change the appearance of the web
page, perform phishing and drive-by-download attacks.

 

 

https://www.cert-in.org.in/


3. Microsoft Dynamics Information Disclosure Vulnerability (CVE-2020-1018)

 

This vulnerability exists due to Microsoft Dynamics Business Central/NAV
(on premise) does not properly hiding the value of a masked field when
showing the records as a chart page. A remote attacker could exploit this
vulnerability by convincing the victim to connect to a malicious Dynamics
Business Central client or elevate permission to the system to perform the
code execution.

 

Successful exploitation of this vulnerability allows remote attacker can
gain unauthorized access to potentially sensitive information on the system
and could see the information that is in a masked field.

 

 

Solution

Apply appropriate software fixes as available on the vendor website. 
https://portal.msrc.microsoft.com/en-us/security-guidance

 

Vendor Information

Microsoft

 

https://portal.msrc.microsoft.com/en-US/security-guidance
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