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Advisory No: Adv/2020/June/05

Cyber Security Advisory: Cobalt Strike

This data is to be considered as TLP:AMBER

It has been observed that attacker using spear phishing technique to insert Cobalt Strike malware into victim's machines. This
allows an attacker to deploy an agent named 'Beacon' on victim's machine. Beacon includes a wealth of functionality to the
attacker, including command execution, key logging, file transfer, SOCKS proxying, privilege escalation, mimikatz, port scanning,
lateral movement etc. Beacon is an in-memory/file-less malware. It consists of stageless or multi-stage shellcode that once
loaded by exploiting a vulnerability or executing a shellcode loader, will reflectively load itself into the memory of a process
without touching the disk. Beacon supports Command and Control (C2) server and staging over HTTP, HTTPS, DNS, SMB
named pipes as well as forward and reverse TCP e.g.  if target can egress over HTTP, Cobalt Strike's DNS Beacon can stage
over HTTP too. Beacons can be daisy-chained. The exfiltrated files comprise the following types: Active Directory and LSASS
Dumps, Exfiltrated documents, og file of wget tool.

IOCs:

C&C domains:

vietmobile.uk[.]to
airman.chickenkiller[.]com
focowa.us[.]to

C&C IP addresses: 

45.32.19.148

This document is distributed as TLP: AMBER. Recipients may only share TLP: AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2020/June/06

Cyber Security Advisory: Hajime IoT Malware

This data is to be considered as TLP:AMBER

It is observed Hajime IoT Malware just like Mirai (Linux.Gafgyt) is spreading via unsecured devices that have open Telnet ports
and use default passwords. Hajime  Command and Control (C&C) server is built on a peer-to-peer network. There isn’t a single
C&C server address, instead the controller pushes command modules to the peer network and the message propagates to all
peers over time. Hajime is also stealthier and once infected a system, the worm blocks access to ports 23, 7547, 5555 and 5358.
In order to prevent attacks from other IoT threats, including Mirai, it takes multiple steps to conceal its running processes and
hide its files on the file system. The attacker can open a shell script to any infected machine in the network at any time, and the
code is modular, so new capabilities can be added on the fly.

IoCs: ioc.png

This document is distributed as TLP: AMBER. Recipients may only share TLP: AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
Website: www.nciipc.gov.in
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