
Advisory No: Adv/2020/May/009

Cyber Security Advisory:  Critical vulnerability in the VMware Directory Service (CVE-2020-3951)

This data is to be considered as TLP:AMBER

A critical vulnerability CVE-2020-3952 has been observed in the VMWare vCenter software. The vulnerability is caused by improper
access controls affecting the VMware Directory Service. The attacker is able to bypass the authentication mechanisms of the
vCenter Server and gain full control of the affected host and extract valuable data from the virtual machine's VMware Directory
Service (vmdir). Also when this software flaw is successfully exploited, attacker with network access can target the authentication
mechanisms within vCenter. The vulnerability affects both the vCenter Server Appliance and the vCenter Server on Windows. This
software flaw only exists in vCenter version 6.7 and can be fixed by applying the patch 6.7u3f or upgrading to version 7.0. 

Patches by OEM:  https://www.vmware.com/security/advisories/VMSA-2020-0006.html  
    https://kb.vmware.com/s/article/78543

Recommendations:
Consider implementing strong protections such as single sign-on (SSO) and using the built-in access control list system to
limit who can access the vCenter server.
Utilize the least privilege principle for users accessing the vCenter deployment by building custom roles and restricting access
to sensitive locations like the datastore.
Monitor user activity on the vCenter server and perform auditing of the logs regularly.
Ensure that any SSL/TLS implementations utilize the highest security settings possible and maintain strict security controls on
any protocols used.

Reference: 
https://www.vmware.com/security/advisories/VMSA-2020-0006.html
https://avertium.com/cve-2020-3952-vmware-vcenter-software-vulnerability/

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2020/May/010

Cyber Security Advisory: Nefilim Ransomware

This data is to be considered as TLP:AMBER

It has been observed Nefilim Ransomware also known as Nephilim, operates by encrypting the files of victim's systems, in order to
demand payment for the decryption tools/software. The Ransomware is distributed using an exposed Remote Desktop (RDP)
Service, infected email attachments (macros), torrent websites, malicious ads to download malicious payload. After the exploitation
of initial phase, it uses a combination of AES-128 and RSA-2048 algorithms to encrypt the victims’ files. First the files are encrypted
using AES-128 encryption and AES encryption key is further encrypted using the RSA-2048 public key. This key is then embedded
in the executable file of the ransomware. The file extension name .NEFILIM is appended at the end of each encrypted file name. On
successfully encrypting all files, the Ransomware plants a ransom note ‘NEFILIM-DECRYPT.txt’ that instructs the victim on how to
recover their files. Attacker uses ‘name and shame’ tactic, warns victims of leaking their data if the ransom is not paid within defined
days.  

Impact Analysis: An attack during Covid-19 epidemic may impact on critical services, transport, Freight and delivery service
company, Shipping, critical spare parts and medical supplies. Win32 is impacted platform.

IOCs:
TEXT Format: IOCs_Adv2020May010.txt attached.

Recommendations:

It is recommended not to open suspicious and/or irrelevant emails received from unknown/suspect senders (addresses).
Any attachments (or links) present in dubious letters - must not be opened, as doing so can result in a high-risk infection.
Install reputable anti-virus/anti-spyware suite and kept updated.
To increase resiliency to Ransomware infections, implement a defense-in-depth cyber security strategy and establish a
comprehensive data backup plan that includes having multiple copies that are tested regularly and kept offline in a separate
and secure location.
Consider setting up detection for all URL and IP based IoCs.
Ransomware protection strategy and policy to be implemented. Critical data / information to be backed ensuring redundancy. 

References: 
https://www.pcrisk.com/removal-guides/17305-nefilim-ransomware
https://www.securitymagazine.com/articles/91993-nefilim-ransomware-threatens-to-release-data
https://www.cisomag.com/nefilim-Ransomware-the-gennext-of-nemty-Ransomware/

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm. 



Advisory No: Adv/2020/May/011

Cyber Security Advisory: Nitol, BillGates malware hosted on Chinese-language HTTP File Server (HFS)

This data is to be considered as TLP:AMBER

It has been observed that BillGates also known as Setag and the Nitol also known as ServStar are hosted on Chinese-language
HTTP File Server (HFS). The attacker downloads three payloads, the two of the three payloads “Linuf” and “Swrve” are variants of
the BillGates DDoS malware and third payload “sql.exe” is a Portable Executable (PE) Remote Access Trojan (RAT) that contains
Nitol artifacts. The PE RAT has a filename of “sql.exe” is likely masquerading as an executable related to Structured Query
Language (SQL). It launches a copy of itself in “\Windows\jmlbkq.exe” and deletes the original. Nitol malware can carry out DDoS
attacks as well as perform additional malicious actions such as keylogging and data exfiltration.

IOCs: 
STIX2 Format: IOCs_Adv2020May011.json attached.
TEXT Format: IOCs_Adv2020May011.txt attached.

Reference: CISCO Talos Intelligence 

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm. 

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
Website: www.nciipc.gov.in

http://gandhi.gov.in/

