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Cyber Security Advisory: CVE-2020-2034 PAN-OS: OS command injection vulnerability in GlobalProtect portal

This data is to be considered as TLP:AMBER

A critical OS Command Injection vulnerability CVE-2020-2034, has been reported in the PAN-OS GlobalProtect portal. It allows
an unauthenticated network-based attacker to execute arbitrary OS commands with root privileges. An attacker would require
some level of specific information about the configuration of an impacted firewall or perform brute-force attacks to exploit this
issue.  An OS Command Injection vulnerability is applicable only where GlobalProtect portal is enabled.

Analyst’s Notes:

Prisma Access services are not impacted by this vulnerability. Firewalls that were upgraded to the latest versions of PAN-OS to
resolve CVE-2020-2021 are not vulnerable to this issue. This issue cannot be exploited if the GlobalProtect portal feature is not
enabled.

Affected System's:

This issue impacts PAN-OS 9.1 versions earlier than PAN-OS 9.1.3; PAN-OS 8.1 versions earlier than PAN-OS 8.1.15; PAN-OS
9.0 versions earlier than PAN-OS 9.0.9; all versions of PAN-OS 8.0 and PAN-OS 7.1.

Recommendation:

This issue is fixed in PAN-OS 8.1.15, PAN-OS 9.0.9, PAN-OS 9.1.3, and all later PAN-OS versions.

Reference: https://security.paloaltonetworks.com/CVE-2020-2034 

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
Website: www.nciipc.gov.in
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