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Cyber Security Advisory: CVE-2020-5092 F5  BIG-IP servers vulnerable to Remote Code Execution (RCE)

This data is to be considered as TLP:AMBER

The critical vulnerability CVE-2020-5092 has been found in F5 BIG-IP servers which allow Remote Code Execution (RCE). The
Traffic Management User Interface (TMUI), also known as the Configuration utility, used to manage these F5 servers has a RCE
vulnerability. This vulnerability allows for unauthenticated attackers with network access to the vulnerable F5 server to execute
arbitrary system commands, create or delete files, disable services, and/or execute arbitrary Java code. Further exploitation of
this vulnerability can allow threat actors to gain a foothold inside the targeted networks and conduct malicious activity, such as
spreading ransomware.

Systems affected:

Product Branch Versions
known to be
vulnerable

Fixes
introduced
in

Severity CVSSv3
score

Vulnerable
component or
feature

BIG-IP (LTM, AAM, AFM,
Analytics, APM, ASM, DNS,
FPS, GTM, Link Controller,
PEM)

15.x 15.1.0 15.1.0.4 Critical 10.0 TMUI/Configuration
utility

15.0.0 None

14.x 14.1.0 to 14.1.2 14.1.2.6

13.x 13.1.0 to 13.1.3 13.1.3.4

12.x 12.1.0 to 12.1.5 12.1.5.2

11.x 11.6.1 to 11.6.5 11.6.5.2

RECOMMENDATIONS:

F5 BIG-IP servers recommends upgrading to a fixed software version to fully mitigate this vulnerability.

Reference:

https://support.f5.com/csp/article/K52145254

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organisation, and with clients or customers who need to know the information to protect themselves or prevent further harm.

With Best Regards,
Knowledge Management System
National Critical Information Infrastructure Protection Centre
Block-III, Old JNU Campus, New Delhi - 110067
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