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Severity Rating: Medium

Systems Affected 

· Zoom’s macOS client version

Overview

Multiple vulnerabilities have been reported in the Zoom video conferencing
application which could allow an attacker to gain elevated privileges or
obtain sensitive information on the targeted system.

Description

1. Privilege Elevation Vulnerability

This vulnerability exists in the AuthorizationExecuteWithPrivileges
application programming interface (API) function of the Zoom installer due
to its failure to install Zoom MacOS app without any interaction from the
user. A local attacker could exploit this vulnerability by modifying a
binary to include the runwithroot script during installation.

Successful exploitation of this vulnerability could allow the attacker to
gain root privileges which could lead to further attacks.

2. Information Disclosure Vulnerability

This vulnerability exists in the Zoom application due to an error while
handling the webcam and microphone on Mac systems. An attacker could
exploit this vulnerability by executing a specially crafted application
resulting in gaining of access rights of the application.

Successful exploitation of this vulnerability could allow the attacker to
gain access to the target user’s webcam and microphone which could
further lead to access of sensitive information of the user.

http://www.cert-in.org.in/


Solution

Users are advised to follow the advisory issued by CERT-In to secure the
usage of Zoom video conferencing application (CIAD-2020-0010).
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Thanks and Regards,

CERT-In
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