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Severity Rating: Medium

Software Affected:

·        Magento Commerce 2.3.4 and earlier versions

·        Magento Open Source 2.3.4 and earlier versions  

·        Magento Commerce 2.2.11 and earlier versions 

·        Magento Open Source 2.2.11 and earlier versions

·        Magento Enterprise Edition 1.14.4.4 and earlier versions  

·        Magento Community Edition 1.9.4.4 and earlier versions

Overview

Multiple vulnerabilities have been reported in Magento CMS which could
allow a remote attacker to execute arbitrary code, conduct cross-site
scripting attack, gain access to sensitive information and bypass security
restrictions on the target system.

Description

1. Code Injection vulnerabilities (CVE-2020-9576, CVE-2020-9578,
CVE-2020-9579, CVE-2020-9580, CVE-2020-9582, CVE-2020-9583, CVE-2020-9585)

These vulnerabilities exist due to improper input sanitization by the
affected software. A remote attacker could exploit these vulnerabilities by
enticing a user to open a specially crafted document.  

Successful exploitation of these vulnerabilities could allow a remote
attacker to execute arbitrary code with elevated privileges on the targeted
system.

2. Cross-site Scripting vulnerabilities (CVE-2020-9584, CVE-2020-9581,
CVE-2020-9577)

These vulnerabilities exist due to improper validation of user supplied
input by the affected software. A remote attacker could exploit these
vulnerabilities by injecting untrusted data/scripts into a web page and
executed in the victim’s browser to gain access to sensitive information.

Successful exploitation of these vulnerabilities could allow a remote
attacker to conduct Cross-site scripting attacks on the targeted system.

3. Improper Access Control vulnerabilities (CVE-2020-9587, CVE-2020-9591)

These vulnerabilities exist due to flaw in defense-in-depth security
mitigation.  A remote attacker could exploit these vulnerabilities by
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enticing a user to open a specially crafted document. 

Successful exploitation of these vulnerabilities could allow a remote
attacker to execute arbitrary code and gain unauthorized access to admin
panel / product discounts on the targeted system.

4. Security Bypass vulnerability (CVE-2020-9588)

This vulnerability exists due to improper handling of security restrictions
by the affected software. A remote attacker could exploit this
vulnerability by enticing a user to open a specially crafted document.

Successful exploitation of this vulnerability could allow a remote attacker
to bypass the signature verification on the targeted system.

Solution:

https://helpx.adobe.com/security/products/magento/apsb20-22.html

Vendor Information

Adobe

https://helpx.adobe.com/security/products/magento/apsb20-22.html
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Thanks and Regards,

CERT-In

"  Be clean! Be healthy! "
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