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Severity Rating: HIGH

Software Affected

●     Adobe Bridge 10.0.1 and earlier versions

Overview

Multiple vulnerabilities have been reported in Adobe Bridge which could
allow a remote attacker to execute arbitrary code, obtain potentially
sensitive information on the targeted system and compromise the vulnerable
system.

Description

1. Stack-based buffer overflow Vulnerability (CVE-2020-9555) 

The vulnerability exists due to a boundary error while processing untrusted
input. A remote attacker can create a specially crafted file, trick the
victim into opening it, trigger stack-based buffer overflow and execute
arbitrary code on the target system.

Successful exploitation of this vulnerability may result in complete
compromise of the vulnerable system.

2. Heap-based buffer overflow Vulnerability (CVE-2020-9562, CVE-2020-
9563) 
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The vulnerability exists due to a boundary error. A remote attacker can
trick the victim to open a specially crafted file, trigger heap-based
buffer overflow and execute arbitrary code on the target system.

Successful exploitation of this vulnerability by the remote attacker may
result in complete compromise of the vulnerable system.

3. Out-of-bounds write Vulnerability (CVE-2020-9554, CVE-2020-9556,
CVE-2020-9559, CVE-2020-9560, CVE-2020-9561, CVE-2020-9564, CVE-2020-
9565,
CVE-2020-9569)

The vulnerability exists due to a boundary error when processing untrusted
input. A remote attacker can create a specially crafted file, trick the
victim into opening it, trigger out-of-bounds write and execute arbitrary
code on the target system.

Successful exploitation of this vulnerability by the remote attacker may
result in compromise of the vulnerable system.

4. Use-after-free Vulnerability (CVE-2020-9566, CVE-2020-9567)

The vulnerability exists due to a use-after-free error when processing
untrusted input. A remote attacker can create a specially crafted file,
trick the victim into opening it, trigger a use-after-free error and
execute arbitrary code on the target system.



Successful exploitation of the vulnerability may allow an attacker to
compromise a vulnerable system.

5. Out-of-bounds read Vulnerability (CVE-2020-9553, CVE-2020-9557,
CVE-2020-9558)

The vulnerability exists due to a boundary condition. A remote attacker can
create a specially crafted file, trick the victim into opening it, trigger
out-of-bounds read error and read contents of memory on the system.

Successful exploitation of this vulnerability allows a remote attacker to
gain access to potentially sensitive information from the targeted system.

6. Memory Corruption Vulnerability (CVE-2020-9568)

The vulnerability exists due to a boundary error. A remote attacker can
create a specially crafted filet, trick the victim into opening it, trigger
memory corruption and execute arbitrary code on the target system.

Successful exploitation of this vulnerability allows a remote attacker to
execute arbitrary code on the target system and may result in complete
compromise of the vulnerable system.



Solution

Install updates from vendor's website:

●     https://helpx.adobe.com/security/products/bridge/apsb20-19.html

●     https://www.adobe.com/products/bridge.html

Vendor Information

Adobe

https://helpx.adobe.com/security/products/bridge/apsb20-19.html

References

Adobe

https://helpx.adobe.com/security/products/bridge/apsb20-19.html

Center for Internet Security

https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-adobe-bridg
e-could-allow-for-arbitrary-code-execution-apsb20-19_2020-056/
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Thanks and Regards,

CERT-In

"  Be clean! Be healthy! "
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